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Trend Micro” ScanMail” for Microsoft™ Exchange

High-Performance Virus Protection with Optional Anti-Spam and
Content Filtering for Micorsoft” Exchange

Problem

Viruses embedded in email attachments can infect the entire corporate messaging
environment and spread throughout the network, bringing vital communications to a halt.
Spam and other unwanted content can also disrupt email delivery, clog bandwidth, and
reduce employee productivity. As networks grow and become more distributed, managing
separate antivirus, anti-spam, and content filtering solutions presents a significant
challenge—consuming more time and resources.

Solution

Trend Micro™ ScanMail™ for Microsoft™ Exchange delivers award-winning antivirus
security to guard against viruses, Trojans, worms, and other malicious code hidden in email
attachments. For additional security, Trend Micro ScanMail Suite for Microsoft Exchange
combines virus protection with new anti-spam and advanced content filtering technology.
With a centralised management console, administrators can easily access reporting, adjust
scan settings, set security policy, and deploy automatic updates plus outbreak prevention
policies—across all Exchange servers.

Trend Micro is the market share leader in email server security,
according to the 2004 IDC Antivirus Segmentation Report.
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KEY BENEFITS

* Easy to Manage

Reduces IT workload, enabling centralised
deployment of group configurations, scan
settings, notifications, and updates to all
Exchange servers

» High Performance

Performs multi-threaded memory scanning
for high-speed email delivery with minimal
impact on network resources

¢ Simple to Deploy

Provides one, integrated solution, which can
be deployed in a single process from a
central location to one or multiple Exchange
servers, including clusters

* Low Total Cost of Ownership

Minimises the cost and effort to deploy,
manage, and maintain

“If you're running Microsoft Exchange
2000 without using a full-featured
antivirus package, you need to have
your head examined. Assuming that
exhaustive therapy can restore you to
sanity, your first sane act should be to
run, not walk, to your nearest software
emporium and purchase Trend Micro’s
ScanMail for Microsoft Exchange.”

Ron Anderson

Senior Technology Editor
Network Computing



>> MESSAGING SECURITY

Trend Micro® ScanMail” for Microsoft™ Exchange

High-Performance Antivirus Security

» Combines pattern recognition, virus behavior, and rules-based technologies to identify and
remove viruses, Trojans, worms, and other malicious code

» Performs multi-threading and memory scanning to enhance email processing speed and minimise
the impact on Exchange servers

» Preserves system resources, using IntelliScan to check inbound/outbound files and scan only
potential virus carriers

New! SMTP Connector-Level Scanning

» Scans inbound/outbound SMTP connector-level traffic—for improved performance
and efficiency

» Blocks viruses, unwanted content, and spam* in real-time—before they can enter the
Exchange store

» Protects intra-company communications that flow between Exchange bridgehead servers

*Content Filtering and Anti-Spam are available only in ScanMail Suite for Microsoft Exchange

New! Anti-Spam and Anti-Phishing

(Available only in ScanMail Suite for Microsoft Exchange)

» Combines machine learning, pattern recognition, and heuristics to filter spam and phishing
attacks with a high degree of confidence

» Uses signature files to block fraudulent emails related to phishing attacks—for added protection
from well-disguised threats

» Offers Exchange-based End-User Quarantine so end users can inspect graymail, approve/reject
senders, and manage their own approved sender list

* Integrates with Trend Micro™ Spam Prevention Solution for seamless spam management—
from the messaging gateway to mail servers

Advanced Content Filtering
(Available only in ScanMail Suite for Microsoft Exchange)

 Filters inbound and outbound email based on keywords, true file types, attachment names, file
sizes, and other content security rules

» Gives administrators the flexibility to construct rules using Boolean and regular expressions for
advanced content filtering

Centralised Deployment and Administration

* New! Enables centralised deployment to one or multiple Exchange servers or server clusters—
with true cluster API support

* New! Provides integrated group configuration, replication, and centralised update deployment
out of the box

» Features a Web-based management console with Active Directory integration for centralised
management of policy, quarantines, logging, and reporting across multiple servers

System Requirements

ScanMail for Microsoft Exchange supports all editions of Microsoft Exchange Server 2003 and Microsoft
Exchange Server 2000.

For detailed and up-to-date system requirements please refer to the Trend Micro ScanMail for Microsoft Exchange

product page at www.trendmicro-europe.com.

TrendLabss®"

Trend Micro products are backed by timely, high-
quality service from TrendLabs®*", a global network
of antivirus research and support centres with
certification in ISO 9001:2000 and COPC standards.
A team of more than 700 engineers and antivirus
specialists operate around the clock to monitor virus
activity, develop information on new threats, and
deliver prompt, effective strategies. For more
information about TrendLabs visit:
www.trendmicro-europe.com/trendlabs.

Trend Micro Enterprise

Protection Strategy

Trend Micro ScanMail for Microsoft Exchange is a
product component of Trend Micro™ Enterprise
Protection Strategy (EPS). EPS products and services
deliver comprehensive protection at the application
and network layers to proactively manage the outbreak
lifecycle—from vulnerability prevention to malicious
code elimination. ScanMail supports Trend Micro™
Outbreak Prevention Services to deliver preemptive
security measures and integrates with Trend Micro
Control Manager™ for centralised management of
multiple Trend Micro security products throughout

the enterprise.

Trend Micro, Inc.

Trend Micro, Inc. is a global leader in network
antivirus and Internet content security software and
services, focused on helping customers prevent and
minimise the impact of network viruses and mixed-
threat attacks through its award-winning Trend Micro™
Enterprise Protection Strategy. Trend Micro has
worldwide operations and trades stock on the Tokyo
Stock Exchange and NASDAQ.
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