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Trend Micro” NeatSuite™

Integrated and Centrally Managed Antivirus Suite

PROBLEM

Organisations today are burdened by the proliferation of mixed-threat attacks such as
Nimda and Slammer, which take advantage of multiple entry points and vulnerabilities
in enterprise networks. These malicious programs use a variety of techniques to breach
security at various entry points in the network, replicate rapidly, and perform hostile acts
against network resources. IT managers face significant challenges in effectively securing
their network as a result of the increased complexity of these attacks and the distributed
nature of their organisation's computing environments. In addition, organisations adopting
a dual vendor antivirus strategy require substantial effort in centrally managing and
supporting disparate solutions at different layers in the network, thereby placing

additional strain on their IT managers.

STRATEGY

Trend Micro NeatSuite is a fully integrated, centrally managed suite of products designed
to help protect virtually every access point in the enterprise. NeatSuite includes gateway,
servers, and desktop antivirus applications, all of which are centrally managed by Trend
Micro Control Manager™. The result is a powerful, multi-layered defence system that

protects the corporate network against viruses and other malicious code.

With NeatSuite, organisations can maximise the benefits obtained from Trend Micro
Enterprise Protection Strategy (EPS), an innovative and unique approach to proactively
manage the outbreak lifecycle. In conjunction with EPS, the comprehensive set of
products included in NeatSuite enables organisations to effectively deploy
threat-specific prevention policies to block mixed-threats at appropriate points across
the entire network. Therefore, IT managers can take a proactive and cost-effective
approach to securing their organisation against these complex threats regardless of
where the impact is likely to occur in their network without having to rely on the
traditional, reactive pattern-file only approach with an expensive dual antivirus vendor

strategy.

L

SCANMAIL

MAIL SERVER

KEY BENEFITS

‘Multi-layer defence at virtually every

access point in the network provides

comprehensive antivirus protection.

*Single point of contact administration,

monitoring, and management of
antivirus protection reduces complexity

and burden on IT managers.

‘A key component of Trend Micro

Enterprise Protection Strategy (EPS) is
Outbreak Prevention Services, which
can minimise damage from virus
attacks in advance of a pattern file

being available.

-Centralised management updates and

policy enforcement lowers operational

costs.

“We were impressed by Trend Micro's

history of innovation in the crusade
against computer viruses. We
particularly liked its integrated
offering, NeatSuite" that provided us
with protection on all levels of the
network.”

— Alessandro Sala, IT Manager, Ferrari
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Trend Micro NeatSuite at work: NeatSuite manages all Trend Micro antivirus software running on the network regardless of what devices they actually reside on.

This allows policies to be distributed in real-time to all manageable clients/servers/devices using Trend Micro software or products.
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Trend Micro” NeatSuite™

COMPREHENSIVE PROTECTION

+ Covers virtually every entry point on the network, providing comprehensive protection against viruses
and other malicious code

- Offers cross-platform protection for the heterogeneous network providing multi-layer defence

™

+ Integrates Trend Micro InterScan”, ScanMail", ServerProtect” and OfficeScan™ products, providing
complete end-to-end coverage for the enterprise
+ Allows real-time scanning of complete gateway traffic for HTTP, FTP and SMTP
+ Detects and removes virus and other malicious code from email, attachments and public folders
for real-time protection
+ Helps administrators to efficiently safeguard multiple print, file and application servers and
domains from virus attacks
+ Provides network administrators control over the desktop environment to help protect with enter

prise-wide virus control

CENTRALISED MANAGEMENT

+ Centralised management of an integrated suite of products allows for easy deployment of product
updates and system monitoring

- Allows administrators to view virus activity, configure defences, set security policies and update
protection throughout the network from a single console at any location

- Offers enterprise-wide reports that enable administrators to improve responses to future outbreaks by

identifying network and system vulnerabilities

LOWER TOTAL COST OF OWNERSHIP (TCO)

+ Offers an economical, single vendor antivirus solution for organisations of any size

* Reduces the total cost of network downtime and network restoration by guickly responding to virus
outbreaks at all critical points in the corporate network

* Reduces the risk of confidentiality breaches and exposure to legal liability with advanced capabilities
and disclaimer enforcement features

+ Automates system monitoring, software updates and configuration changes, thereby reducing the need

for additional resources

TREND MICRO ENTERPRISE PROTECTION STRATEGY SUPPORT

* NeatSuite is a key component of the Trend Micro Enterprise Protection Strategy, an industry-unique
approach that addresses mixed-threat attacks through coordinated delivery of products, services and
expertise, therefore maximising the benefits from each other

+In conjunction with EPS, the comprehensive set of products included in NeatSuite enables
organisations to effectively deploy threat-specific prevention policies to block mixed-threats at
appropriate points across the entire network.

+ With NeatSuite, businesses can maximise the benefits of EPS to manage the explosive time, cost and

system damage associated with outbreaks

SYSTEM REQUIREMENTS

As hardware and software requirements for Trend Micro
products change periodically, please refer to the
NeatSuite product page of Trend Micro website for
complete and up-to-date system requirements.

http://www.trendmicro-europe.com

This datasheet contains general information and does not constitute advice on any specific technical matter. Whilst Trend Micro makes every

effort to ensure that the content of this datasheet is accurate and up to date, Trend Micro does not accept liability for any

technical inaccuracies contained within this datasheet

TrendLabs
24X7 ANTIVIRUS SUPPORT
*Trend Micro products are backed by timely,

high-quality service from TrendLabs, a
global network of five regional antivirus
research and support centers with an ISO
9002-certified headquarters. A team of more
than 250 engineers and antivirus specialists
operate around the clock to monitor virus
activity, deployed information on new threats,

and deliver prompt, effective strategies.

*For more information about Trend Micro

service and support, contact TrendLabs at

http://www.trendmicro-europe.com/trendlabs.

TREND MICRO

ENTERPRISE PROTECTION STRATEGY
Trend Micro NeatSuite is a key component of
the Trend Micro Enterprise Protection
Strategy, an industry-unique approach to
antivirus and content security that addresses
mixed-threat attacks through coordinated
delivery of products, services and expertise
throughout the outbreak lifecycle —outbreak
prevention, virus response, and assessment
and restoration. From attack-specific policy
recommendations to cleanup and restoration
templates, Enterprise Protection Strategy helps
organisations continuously adapt as threats

evolve.
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