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InterScan” WebProtect”

EASY TO HANDLE, INTEGRATED, INDUSTRY-LEADING VIRUS SOLUTION FOR
MICROSOFT" ISA SERVERS

PROBLEM

The Microsoft Internet Security and Acceleration (ISA) Server provides fast, secure,
and manageable Internet access for a growing number of enterprises. Yet, the same
technology that enables quick access to Web content also exposes the enterprise
network to attacks by Web-borne viruses and other malicious code. Mixed threats such
as Nimda and Code Red, as well as hostile Java applets and ActiveX controls, spread
through HTTP traffic. Traditional viruses and malicious code can also enter corporate

networks when employees access their personal Web-based email accounts.

STRATEGY

Trend Micro, a Microsoft Gold Partner, provides Internet gateway virus protection for
Microsoft ISA Server customers. Designed to work as a plug-in for ISA Server, Trend
Micro InterScan WebProtect is a real-time ISAPI Web filter for viruses and malicious
code and uses a true Win32 multi-threaded process for scanning HTTP traffic passing
through the ISA Server. This integrated solution is easy to implement, offers high per-

formance, and requires no additional hardware purchases or changes to client settings.

- Scans for known and unknown macro and script viruses, and known malicious
Java and ActiveX code

+ Enables quick and easy deployment without time-consuming end-user/client
changes

- Saves time and money; no need to purchase and configure additional hardware
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"Trend Micro is World-wide Leader in Server-
Based Antivirus Software Market and growing
fastest world-wide among top three antivirus

vendors at 31% year over year.”

— IDC, Antivirus Software 2002: A segmenta-
tion of the Market

WEBPROTECT"™ AT WORK

WebProtect is designed to remove and block
infected files in real time. The software lets
administrators quickly prevent the message
from reaching end users, and it notifies the

administrator about the infected files



Trend Micro” InterScan” WebProtect™

INTEGRATION WITH MICROSOFT"™ ISA SERVER

- Provides an antivirus solution at the Internet gateway for users of the Microsoft ISA Server enterprise firewall
and Web cache server

- Works as a Web filter to scan Web traffic in real time for viruses and malicious code; designed as a plug-in to
ISA Server

+ Streamlines installation and management, offers exceptional performance, and requires no additional hard-

ware purchases or client setting changes

COMPREHENSIVE VIRUS PROTECTION

+ Uses a true Win32 multi-threaded process that scans HTTP traffic passing through the ISA Server

+ Provides virus scanning and security options, including scanning and auto-cleaning HTTP and FTP over HTTP
virus-infected file transfers

+ Protects against Internet worms, such as Code Red and its variants

+ Detects known and unknown viruses through a powerful scanning engine that uses both rule-based and pattern
recognition technologies

+ Scans for known malicious Java applets and ActiveX objects

EASE OF USE AND MANAGEMENT

+ Lets administrators pre-schedule automatic Web-based virus pattern updates at specific intervals or access
the updates manually with a single mouse click

+ Offers a comprehensive activity log that enables administrators to track the sources of potential security prob-
lems and respond appropriately

+ Provides administrators with flexible configuration options that allow a variety of actions in response to virus
or security incidents; actions include alerting the administrator, isolating infected files, deleting infected files,

and permitting downloads under strictly controlled conditions

THE ADVANTAGES OF TREND MICRO

+ Global Innovation: Trend Micro has been a pioneer in the antivirus software market since 1988, developing
innovative strategies to protect information as new computing standards are adopted around the world

+ Server Market Leadership: Trend Micro is the global leader in the overall server-based antivirus software
market, with the #1 position in market share for Internet gateway and email server virus protection (Antivirus
Software 2002: A Segmentation of the Market, IDC)

- Flexible, Best-of-Breed Technologies: Trend Micro antivirus products and services are designed to integrate
seamlessly with leading firewalls, intrusion detection systems, and other best-of-breed solutions for the com-
plete enterprise strategy

- Services and Support: Trend Micro products and services are backed by TrendLabs, a global network of
antivirus research and support centres. TrendLabs monitors potential security threats world-wide 24x7 and

develops the means to identify, detect, and eliminate new viruses

This datasheet contains general information and does not constitute advice on any specific technical matter. Whilst Trend Micro makes every effort
to ensure that the content of this datasheet is accurate and up to date, Trend Micro does not accept liability for any technical inaccuracies con-

tained within this datasheet.
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TrendLabs”

24X7 ANTIVIRUS SUPPORT
Trend Micro products are backed by

timely, high quality service from
TrendLabs, a global network of five
regional antivirus research and support
centres with an ISO 9002-certified head-
quarters. A team of more than 250
engineers and antivirus specialists
operate around the clock to monitor virus
activity, develop information on new
threats, and deliver prompt, effective
strategies.

For more information about Trend Micro
service and support, contact TrendLabs

at http://www.trendmicro.com/trendlabs.

SYSTEM REQUIREMENTS

- Intel™ Pentium" lll-compatible

processor, 450MHz or higher

* Microsoft™ Windows™ 2000 Server or

Windows 2000 Advanced Server with
Service Pack 1 or later”

+ 256MB RAM

+ 20MB of available hard-disk space

+ Microsoft ISA Server 2000

+ Microsoft 1IS

*Note: Will not support Windows 2000
Advanced Server with more than 2GB

memory
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